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Fidelity Guarantee Questionnaire
For Computer Losses
1.
NOTES:

1.1.
If sufficient space is not available for any information required, please provide it on separate sheets of paper.

1.2.
If a negative answer is given to any question(s) (after question 3) please explain on a separate sheet of paper the reason for not adopting the procedure and if appropriate give the alternative method used by you.

1.3.
The sheets of paper mentioned in 1.1. and 1.2. above should contain your official letterhead and should be signed and dated.

2.
INSURED:


...........................................................................................................................................................
3.
DETAIL OF COMPUTER EQUIPMENT

On a separate sheet, please supply the following information:

3.1.
Main Computer Units

3.1.1.
 Make of each unit
3.1.2. Type

3.1.3. CPU Potential

3.1.4. Direct Access – Number of On-Line Bytes (in billions)

3.1.5.
 Number of terminals in use in Departments

3.1.6.
 Type of operating system

3.1.7.
 Major changes in hardware in the last 3 years

3.1.8.
 Proposed changes in the next 2 years

3.1.9.
 Nature of carrier e.g. private lines or post office

3.2.
Stand-Alone PC Systems

3.2.1. Make and Model
3.2.2. Number of units

3.2.3. Main Memory in Gigabytes

3.2.4. Hard Disk memory in Terabytes

3.2.5. Type of Operating system used

3.2.6. Type of software packages used

3.2.7. Type of special application programs used

3.2.8. Proposed changes in the next 12 months

3.3.
PC Systems Linked into a Local Area Network

3.3.1. Make and Model

3.3.2. Number of units

3.3.3. Main Memory in Kilobytes

3.3.4. Hard Disk Memory in Kilobytes

3.3.5. Type of Network system used

3.3.6. Type of Operating system used

3.3.7. Type of software packages used

3.3.8. Type of special application programs used

3.3.9. Proposed changes in the next 12 months

4.
PERSONNEL OF COMPUTER DEPARTMENT
Give the number of staff in each of the following categories:

4.1.
Development – Analysts/Programmers: .............................................................................
4.2.
Operators: ..............................................................................................................................

4.3.
Data Preparation Off-Line: ...................................................................................................

4.4.
Data Preparation On-Line: ...................................................................................................

4.5.
Others (please specify)


......................................................................................................................................................................................................................................................................................................................................................................................................................................................

5.
COMPUTER USAGE

Does your computer system at present:

	5.1.
	Automatically effect payment transfers to banks, building societies, etc?
	YES / NO

	5.2.
	Produce cheques already signed?
	YES / NO

	5.3.
	Produce unsigned cheques:
	YES / NO

	
	5.3.1. How many signatures are required on cheques?
	

	
	5.3.2. Are cheque requisitions authorised by an employee other than the Drawer of the cheque?
	YES / NO

	5.4.
	Produce payrolls for manual payment procedures?
	YES / NO

	5.5.
	Prepare any other printed payment schedules or cheque requisitions for manual payment procedures?
	YES / NO

	5.6.
	Control stock?
	YES / NO

	5.7.
	Calculate charges for goods or services?
	YES / NO

	5.8.
	Order goods?
	YES / NO

	5.9.
	Transmit or receive data by:
	

	
	5.9.1. Telegraph
	YES / NO

	
	5.9.2. Teletype
	YES / NO

	
	5.9.3. Computer Link
	YES / NO


If your computer does not perform any of the above functions at present but you plan for it to do so in future, please give approximate dates of implementation:
.................................................................................................................................................................................................................................................................................................................................................................................................................................................................................

6.
EXTERNAL AUDIT
6.1.
What is the name of your external auditor:


..................................................................................................................................................

6.2.
How often is an external audit carried out: .......................................................................

6.3.
Does the external audit include all locations including all data processing centres? If not, to what extent is the audit performed?


......................................................................................................................................................................................................................................................................................................................................................................................................................................................

6.4.
Does the auditing firm regularly review your system of internal controls and furnish written reports? ......................................................................................................................

6.5.
Have all recommendations made by the auditing firm, in the data procession area, been adopted? If not, state recommendations not adopted and reasons for doing so.


......................................................................................................................................................................................................................................................................................................................................................................................................................................................

7.
INTERNAL EDP AUDIT

7.1.
Is there an internal audit department? ..............................................................................

7.2.
If so,

7.2.1. Is there a written EDP “audit and control procedures” manual? ..........................

7.2.2. How many people are employed in the EDP audit department? .......................

7.2.3. Has the internal ADP auditor been specifically trained to fulfil his/her responsibilities in Data Processing? .........................................................................

7.2.4. Is there a full continuous audit programme in operation? If not, state scope of the current audit: 


..................................................................................................................................................................................................................................................................................................................................................................................................................

7.2.5. Are written audit reports made and if so, to whom?


..................................................................................................................................................................................................................................................................................................................................................................................................................

7.2.6. Are the people responsible for auditing free of all other operational responsibilities and forbidden to generate entries? ..............................................

8.
DATA SECURITY OFFICER
8.1.
Has a designated Data Security Officer been appointed to implement and administer data security? .....................................................................................................
8.2.
To whom does the Data Security Officer report? .............................................................

8.3.
Is there a written Data Security Manual outlining corporate policy and standards necessary to ensure security of data? ................................................................................

9.
INPUT AND SYSTEM ACCESS AND CONTROLS

9.1.
Does the company use supplied hardware that records historically the fact that changes have been made to programmes and by whom? ..........................................

9.2.
Does the Data Security Officer or Internal Audit periodically review these changes?

..................................................................................................................................................

If so:

9.2.1. How often? ...................................................................................................................
9.2.2. How is this evidenced? ...............................................................................................

9.3.
If the answer to 9.1. was negative, give details of any procedures in force which ensure that unauthorised amendments are not effected to programmes:


......................................................................................................................................................................................................................................................................................................................................................................................................................................................

9.4.
Is there a segregation of duties whereby:

9.4.1. The function and duties of system design and programming are separate from computer operations? .....................................................................................
9.4.2. Programmers do not operate the computer for regular processing runs?

........................................................................................................................................

9.4.3. Computer operators are restricted from access to data and programme information not necessary to performing their assigned task? ............................

9.4.4. The employees in data processing are separated from all duties related to the initiation of transactions and initiation of requests for changes to master files?


......................................................................................................................................

9.4.5. In general, separate staff are responsible for information (i.e. input documentation) and controls? ...............................................................................

9.5.
Are the operators who are assigned to individual application runs rotated periodically and if so, how often? .......................................................................................

9.6.
Are operators required to take their full holiday entitlement? ........................................

9.7.
Is it possible to tamper with your system by losing or suppressing documents? ............

9.8.
When confidential computer output has to be re-run for any reason, are the original reports destroyed under supervision by shredding? ...........................................

9.9.
If cheques are prepared on your computer, is the stock of cheques under the control of a person other than computer personnel? ......................................................
9.10.
Are computer stock levels checked against physical stock count results? ...................
9.11.
Are master programmes and files stored in duplicate under strict physical security control and separately from working programmes and file as a precaution against simultaneous destruction? ...................................................................................................

9.12.
Is there a librarian who has absolute control over the issue of files? ..............................

9.13.
Is access to the library restricted to the librarian (including evening- and night shifts?) .....................................................................................................................................
9.14.
Are only operations staff allowed into the computer room? ..........................................

9.15. What security arrangements are in force to prevent unauthorised access to the computer room:

9.15.1. During operating hours?

............................................................................................................................................................................................................................................................................................................................................................................................................

9.15.2. When the computer is not in use?

..................................................................................................................................................................................................................................................................................................................................................................................................................

9.16.
Is there always a minimum of two operators on duty during each shift? ......................

9.17.
Are analysts and programmers refused access after hours (unless overtime was authorised) to:


9.17.1. The computer room? ................................................................................................


9.17.2. Data files? ..................................................................................................................

9.18.
Is an analysis compiled and printed by the computer at the end of each shift or day showing jobs processed and time spent on each? ..................................................

9.19.
Is this analysis periodically reviewed by the Operations Manager / Supervisor and if so:

9.19.1. How often? .................................................................................................................


9.19.2. How is it evidenced? ................................................................................................

9.20.
Are passwords used to afford varying levels of entry to the computer system depending on the need and authorisation of the user? .................................................

9.21.
Are passwords regularly changed when there is any turnover of knowledgeable personnel? .............................................................................................................................
9.22.
Are all source documents secured to prevent unauthorised modification or use of data before entering the computer system? ....................................................................

9.23.
Do personnel inputting data initial, sign or otherwise identify data they prepare? 


..................................................................................................................................................

9.24.
Is the use of terminals restricted to authorised personnel only? ......................................

9.25.
Are unique passwords used to identify each terminal? ...................................................

9.26.
If online data is used, are:


9.26.1. Access to data file controlled by password? ........................................................


9.26.2. Transactions recorded on a transmission file for security and control purposes? ...............................................................................................................................

10.
COMMUNICATION
10.1.
Are terminals restricted to the type of message that can be sent or received from it? .............................................................................................................................................

10.2.
Are special log-on passwords (separate from the individual operator’s password) used when logging in a terminal to provide verification of the terminal’s indentity?


..................................................................................................................................................

10.3.
Do you encrypt data? ..........................................................................................................

10.4.
Do you use a software system to monitor telecommunications (e.g. TCAM?)


..................................................................................................................................................

DECLARATION

I confirm that the particulars in this questionnaire are true and complete and that I have not withheld any material information.

DATE ................................................ AUTHORISED SIGNATORY ..........................................................

DESIGNATION ............................................................................
View our Privacy Policy:

https://www.oldmutual.com.na/about-old-mutual/how-we-do-business/legal/privacy-policy

